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2.
2.1 TAF TAF
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2.1.2.2 GL004 AT command control Mode (Communication class interface)
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2.1.2.5 GL004 Modem Mode (Communication class, Data class interface)
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2.1.2.6 GLOO7 ACM (Communication class ACM, Data class interface)
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2.1.3 TAF
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2.1.3.2 IP-TAF
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3.

3.1 AT-command
AT TAF
AT
3.1.1
Command Possible Response(s)
AT* EXCGATT? AT* EXCGATT: <state>, <data class(avail abl e) >, <data

class(current)>
XK

AT+CMVE ERROR: <err >

ERROR
AT* EXCGATT=? AT* EXCGATT: (I i st of supported <state>s), (list of
avail abl e <data class>), (list of <current data
cl ass>)
K
AT+COPS? <ACT>
+CGATT
Defined Values
<state> Description
0 Detached
1 Attached
<data class> Description

0 GPRS

1 EDGE

2 UMTS

3 HSDPA

4 HSUPA

5 LTE

6 IXRTT

7 1XEVDO

8 1XEVDO_REVA
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9 1XEVDV
10 3XRTT
11 1XEVDO_REVB
12 UMB
13 Custom Data Class
14 GSTN
15 Mobitex
16 DataTAC
17 CDPD
18 One-Way Numeric Paging
19 ARDIS
20 AMPS Analog Cellular - Data Mode
21 One-Way Alpha Paging
22 Pinpoint ARRAY
23 Metricom
24 Inmarsat
25 CDMA Digital Cellular
26 TDMA Digital Cellular
27 Multiple Concurrent WDSs
28 AMPS Analog Cellular - Voice Mode
29 Wireline Voice Mode
30 Personal Digital Cellular (PDC), Japanese cellular system
31 N star, Japanese Mobile Satellite Service
32 UMTS Terrestrial Radio Access Network (UTRAN) only.
33 Integrated Dispatch Enhanced Network (iDEN) circuit data
34 iDEN packet data
35 3GPP Systems (GERAN, UTRAN and E-UTRAN)
36 Personal Handy-phone System (PHS)
37 GMR-1 (THURAVYA satellite network)
3.1.2
Command Possible Response(s)
AT* EXCGDCONT=<cont ext K
I D>, <context ype>,
Spasewordo. "M [ATIOVE ERROR <err>
< > <
PE;SFBES?? lptovider  [ERROR
>
AT* EXCCDCONT="? AT* EXCGDCONT: (range of supported <Context
ld>s), <list of supported <Context Type>),
(l'ist of supported <conpression>), (list of
supported <Auth Protocol >)
K
ProviderID VPN Internet VOIP
APN ProviderID MCC,MNC
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ProviderID
3GPP 27.007 +CGDCONT

e Username, Password
e Provider ID

Defined Values

<context ID> Description

Numeric Type The maximum entries are as defined by the device. The range is as
listed by the test command.

<context type> Description

0 None

1 IP

2 VPN

3 VOIP

4 Video Share

5 Custom

<APN> Description
String Type The APN as provided by the service provider, the APN can be empty if

supported by the provider.

<user name> Description

String Type The user name as provided by the service provider, the user name can
be empty if supported by the provider..

<password> Description

String Type The password as provided by the service provider, the password can
be empty if supported by the provider.

<compression> Description
0 No compression needed
1 Enable compression for Data and Header

<auth protocol> Description
0 Use PAP
1 Use CHAP
2 Use Microsoft CHAP V2

<provider ID> Description
Numeric type Indicates the provider ID of HPLMN. For GSM-based networks, this

string is a concatenation of a three-digit Mobile Country Code (MCC)
and a two or three-digit Mobile Network Code (MNC). GSM-based
carriers may have more than one MNC, and hence more than one
Providerld . For CDMA-based networks, this string is a five-digit
System ID (SID).

10
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3.1.31IP /

Command Possible Response(s)
AT* EXI PCONN=<cont ext [ OK

| D>, <st at e>
AT+CME ERROR: <err>

ERROR
AT* EXI PCONN? AT* EXI PCONN: <st at us>
K
AT* EXI PCONN=? AT*EXI PCONN: (i st of supported <Context |D>),

(l'ist of supported <state>s)
K

ECM,ENCM,NCM /

IP context ID
AT+CGDCONT AT*EXCGDCONT

Defined Values

<context ID> Description
Numeric type Indicates the context ID already defined using AT+CGDCONT or
AT*EXCGDCONT
<state> Description
0 Disconnect
1 Connect
<status> Description
0 Disconnected
1 Connected
2 Connecting
3.141P
Command Possible Response(s)
AT* EXI PCONFI G? AT*EXI PCONFI G <addr type>, <val ue>[, <val ue>, .]

[ <CR><LF>* EXI PCONFI G <addr type>,
<val ue>[, <value>, .] [...]]
K

AT+CME ERROR: <err>
ERROR

11
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AT* EXI PCONFI G=? AT*EXI PCONN:  (l1st of supported <addr type>),
(l'ist of supported <address>s)
K

IP AT+CGPADDR
DNS

PPP Ethernet IP

Defined Values

<addr type> Description
IPv4 Unicast address

IPv4 Gateway Address
IPv4 Wins Address
IPv6 Unicast address
IPv6 Gateway Address

A W N L O

<value> Description
String Type ‘IPv4 address’, and This is for ‘IPv4 Unicast Address’
Numeric Type ‘Prefix Length’

String Type ‘IPv4 address’ This is for ‘IPv4 Gateway Address’, ‘IPv4 DNS
Address’, ‘IPv4 WINS Address’6
String Type ‘IPv6 address’, and This is for ‘IPv6 Unicast Address’
Numeric Type ‘Prefix Length’

String Type ‘IPv6 address’ This is for ‘IPv4 Gateway Address’, and ‘IPv6 DNS
Address’

DHCP DHCP

12
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3.2 AT-command
TAF AT
3.2.1
Description Get / Set AT Command Comments
Visible Provider List Get AT+COPS=? 3GPP 27.007
Home network Provider | Get AT+EXCGDCONT=<Cid | 3.1.2
Name and ID >, <CtxType>, <APN>,
<UserName>,
<Password>,<Compres
sion>,<AuthProtocol>,
<ProviderID>
Preferred Network Get AT+CPOL=,2;+CPOL? 3GPP 27.007
Provider ID (MCC and
MNC)
Preferred network Get AT+CPOL=,1;+CPOL? 3GPP 27.007
Provider Name
Set preferred provider Set AT+CPOL=,2,<Provider 3GPP 27.007
ID>
Network registration Get AT+CREG? 3GPP 27.007
state
Network register mode Get AT+COPS? 3GPP 27.007
(Manual or Auto)
Current Registered Get AT+COPS=3,0;+COPS? 3GPP 27.007
Operator Name
Current Registered Get AT+COPS=3,2;+COPS? 3GPP 27.007
Operator ID
Network register mode Set For Automatic 3GPP 27.007
(Auto or Manual) AT+COPS=0
For Manual
AT+COPS=1,2,
<Provider ID>
Packet Service State Get AT+CGATT? 3GPP 27.007
Attach Packet Service Set At+CGATT=1
Detach Packet Service Set AT+CGATT=0 3GPP 27.007
Available Data Classes | Get AT+EXCGATT?. 3.1.1
in the current network
Which Data class is Get AT+EXCGATT?. 3.1.1
being used now?
RSSI in decibels Get AT+CSQ? 3GPP 27.007
RSSI Bit Error Rate Get AT+CSQ? 3GPP 27.007
Current Voice Call State | Get AT+CLCC 3GPP 27.007
Define a PDP Context Set AT+CGDCONT=<id>,<t 3GPP 27.007
ype>,"APN”
Dial (PPP LAN Type Set ATD 3GPP 27.007

13
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Description Get / Set AT Command Comments
Only)

Hang Up (PPP LAN Set ATH 3GPP 27.007
Type Only)

Initiate a Data Session Set AT+EXIPCONN=<ctx 3.13

for Ether Interface (ECM ID>, <mode>

or ENCM or NCM Only)

Terminate the Data Set AT+EXIPCONN=<ctx 3.13

Session for Ether ID>, <mode>

Interface (ECM or
ENCM or NCM Only)

Network access service | Set AT+EXIPCONN=<ctx 3.1.3
activation ID>, <mode>
Get assigned IP Get AT+CGPADDR 3GPP 27.007
address
Get default Gateway Get AT+EXIPCONFIG? 314
address
Get Subnet Mask Get AT+EXIPCONFIG? 3.14
Provisioned Contexts GetandSet AT+EXCGDCONT=<Cid | 3.1.2
(Context ID, Context > <CtxType>, <APN>,
Type, APN, Username, <UserName>,
Password, <Password>,<Compres
Compression, Authtype sion>,<AuthProtocol>,
etc) <ProviderID>

Table 3-1 AT

14
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4. Appendix A (

(Normative))

Reference | Title Revision Date

1 3GPP TS 27.007 9.00 June 2009

2 3GPP TS 27.005 8.00 March 2008

3 ITU-T V.250 05/99 May 1999

4 Mobile Broadband Driver Development | 1 25 March 2009
(Microsoft White Paper)

5 Mobile Broadband (MB) Design Guide | - 06 August 2009
(MSDN)

6 PCCA STD-101 IssueA June 1995

7 PCCA “MOST RECENT APPROVED |- Nov 10, 2009
CHANGES/ADDITIONS TO +WS46
PARAMETER VALUES"”

Table 4-1

15
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5. Appendix B ( (Informative))

MB Mobile Broadband

NDIS  Network Driver Interface Specification
3GPP  The 3" Generation Partnership Project
WWAN Wireless Wide Area Network

ME Mobile Equipment

OID NDIS Object Identifiers

PIN Personal Identification Number
PUK Personal Unlock Key

TA Terminal Adapter

TAF Terminal Adaptation Functions
TE Terminal Equipment
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6. Appendix C (MB

Mobile Broadband(MB)
WWAN
MB

Mobile Broadband

V.251 3gpp

MB TA

IP-TA

TA Internet Protocol(IP)

TCP/IP Stack

Ethernet-TA
TA Ethernet

TCP/IP Stack

[ Miniport Driver ]
_____ I
\  Ethernet
_____ [-----

= )

Modem-TA

TAF

Windows7

Figure 6-2 TA

0S

©Copyright 2011 Mobile Computing Promotion Consortium (MCPC)
Version 1.00

)

Windows 7
WWAN
SMS

API

API

IP (USB Class)

[ Vendor Specific ]

,
\\

Figure 6-1 TA IP-TA

g g g g Sy

. N

........................................

Ethernet-TA

17



©Copyright 2011 Mobile Computing Promotion Consortium (MCPC)
MCPC TR-018 Ethernet TAF Version 1.00

TA PPP

TCP/IP Stack

Figure 6-3 TA Modem-TA

6.1 NDIS

NDIS 5.0: Windows 98, 98 SE, Me, 2000
NDIS 5.1: Windows XP, Server 2003, Windows CE 4.x , 5.0
NDIS 5.2: Windows Server 2003 SP2
NDIS 6.0: Windows Vista
NDIS 6.1: Windows Vista SP1, Server 2008
Windows 7 oS MB

NDIS 6.20: Windows 7, Server 2008 R2
MB NDIS6.20

6.2 NDIS command
MB NDIS6.20
MB

6.2.1 WWAN OIDs

Manda ory .

OID / Optional Description
OID WWAN DRIVER CAPS NA Informs NDIS about th eMBN driver model vers dn

- - - sup prted by MBN driver.
OID WWAN DEVICE CAPS Manda dry Get device capalgnlmes I|I§e ¢ Bular clas sc #ular

- - - tec hotogy, SIM information etc.
OID WWAN READY INFO Manda aory | | ehtify if th edevice i seady for n ework opera ibns.
OID WWAN SERVICE ACTIV ATTONT Optional Initiate a servic eactiv #Hon in order to gain n &work acces s
OID WWAN RADIO STATE Manda ory | Get/ Set th @adio state.
OID WWAN PIN Manda ory | Get/ Set SIM/ Devic €PIN status.
OID WWAN PIN LIST Manda ory | Get a list of supported PINSs.
OID WWAN HOME PROVIDER Manda ory | Get home network provider information.
OID WWAN PREFERR 1 PROVIDER $ MSQ tda OY | Get/ Set th erefe red providers.

18
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required
for CDMA.
OID WWAN VISIBLE PROVIDERS Manda ory | Get the providers that are vis kile now.
OID \WAN REGISTER STATE Manda dry Get. n B/york registration status or initiate a n &work
registration.
OID WWAN SIGNAL_STATE Manda ory | Get signal information.
OID VAN PACKET SERVICE Manda dry Set the ¢ ve hpacket servic eor get th e ve hpacket

servic estatus.

Get/ Set conne tvit yarameters (APN, Username,

OID WHWAN PROVISIONED CONTEXTSI T | Manda 6ry | oo i device o SIM

OID WWAN CON NECT Manda ory | Trig er acon n &/cActiv te a PDP context.
OID WWAN SMS CONFIGURATION Manda ory | Get/ Set Servic e eter addres sSMS format (PDU).
OIDWWAN SMS READ Manda ory R @d SMS ide tified by all / new/ read/sent items /

drafts / spe ffic index

OID WWAN SMS SEND Manda ory | Se d an SMS

Delete an SMS ide tified by all/ n &/ read/ sent items /

OID WWAN SMS DELETE Manda ory | </ spe i index

OID WWAN SMS STATUS Manda ory | Indicate n & SMS ar iv & memory full.

Thi 5 Be ded only if a third part yonne tion manageri s
used instead of WIn MNetwork Ul. Th ehird party con n gon

OID WWAN VENDOR SPECIFICt Optional manager can use this OID to perform operations that are
not supported by oth eOIDs. For example: Phone book
managemen t
Table 6-1 NDIS WWAN OIDs
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6.3 AT-command MB
6.3.1 AT-command
AT TAF MB
AT
6.3.1.1 SIM PIN
Command Possible Response(s)
AT* EXPI N? *EXPI N. <pi n code>, <attenpts remaini ng>
XK
+CME ERROR: <err>
ERROR
AT* EXPI N=? *EXPIN: (I'1st of supported <pin code>), (possible
val ues for <attenpts renmini ng>)
X
PIN 3 PUK 10
PIN PIN
AT+CPIN
PIN PIN
PIN
Defined Values
<data class> Description

READY
SIM PIN
SIM PUK
PH-SIM PIN
PH-FSIM PIN
PH-FSIM PUK

SIM PIN2

SIM PUK2

PH-NET PIN
PH-NET PUK

PH-NETSUB PIN
PH-NETSUB PUK

MT is not pending for any password

MT is waiting SIM PIN to be given

MT is waiting SIM PUK to be given

MT is waiting phone to SIM card password to be given

MT is waiting phone-to-very first SIM card password to be given

MT is waiting phone-to-very first SIM card unblocking password to be
given

MT is waiting SIM PIN2 to be given (this <code> is recommended to
be returned only when the last executed command resulted in PIN2
authentication failure (i.e. +CME ERROR: 17); if PIN2 is not entered
right after the failure, it is recommended that MT does not block its
operation)

MT is waiting SIM PUK2 to be given (this <code> is recommended to
be returned only when the last executed command resulted in PUK2
authentication failure (i.e. +CME ERROR: 18); if PUK2 and new PIN2
are not entered right after the failure, it is recommended that MT does
not block its operation)

MT is waiting network personalization password to be given

MT is waiting network personalization unblocking password to be
given
MT is waiting network subset personalization password to be given

MT is waiting network subset personalization unblocking password to
be given
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PH-SP PIN MT is waiting service provider personalization password to be given
PH-SP PUK MT is waiting service provider personalization unblocking password to
be given
PH-CORP PIN MT is waiting corporate personalization password to be given
PH-CORP PUK MT is waiting corporate personalization unblocking password to be
given
READY MT is not pending for any password
<attempts remaining> Description
-1 Attempts not known or Attempts not applicable for the PIN
code.
0 No attempts remaining
1-n Specified attempts remaining. ‘n’ is as restricted by the

Device\SIM\Network.

6.3.1.2 SIM

Command Possible Response(s)
AT* EXHPMLN? AT*HPMLN: <nuneric oper>, <short al phanuneric
oper>[, <l ong al phanuneri c oper>]
(0%

AT+CME ERROR: <err>
ERROR
AT* EXHPMLN=? | OK

ID
GSM ProviderID MCC(Mobile Country Code) MNC(Mobile Network Code)
CDMA 5 ID
HPLMN ID
Defined Values
<numeric oper> Description
Numeric type Indicates the provider ID of HPLMN. For GSM-based networks, this

string is a concatenation of a three-digit Mobile Country Code (MCC)
and a two or three-digit Mobile Network Code (MNC). GSM-based
carriers may have more than one MNC, and hence more than one
Providerld . For CDMA-based networks, this string is a five-digit
System ID (SID).

<short alphanumeric oper> Description
String type The name of operator in the short alphanumeric form.
<long alphanumeric oper> Description
String type The name of operator in the long alphanumeric form.
6.3.1.3 SMS
Command Possible Response(s)

AT* EXCMGED=<del flag> | K
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AT+CME ERROR: <err >
ERROR
AT* EXCMGD=? AT*EXCMED: (list of supported <del flag>s)
XK
3GPP 27.005. +CMGD
Defined Values
<del flag> Description
0 Delete all unread messages
1 Delete all sent messages
2 Delete all draft messages
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6.4 AT-command
AT
6.4.1 -
Description Get or Set Standard AT Comments
Command
Serial Number Get AT+CGSN 3GPP 27.007
Manufacturer Get AT+GMI 3GPP 27.007
Information Or
AT+CGMI
Model Information Get AT+GMM 3GPP 27.007
or
AT+CGMM
Firmware Information Get AT+GMR 3GPP 27.007
Radio state — Hardware | Get AT+CFUN? 3GPP 27.007
and Software Radio
Software Radio state Set AT+CFUN=<mode> 3GPP 27.007
Emergency Mode Get +CME ERROR 32
Table 6-2 AT
6.4.2 SIM
Description Get / Set AT Command Comments
PIN status. To identify if | Get AT+CPIN? 3GPP 27.007
the device is waiting for
a PIN or not.
IMSI Get AT+CIMI? 3GPP 27.007
SIMICC ID Get AT+CRSM=176,12258, 3GPP 27.007
0,0,10
Telephone Number Get AT+CNUM 3GPP 27.007
PIN Status Get AT+CLCK=<fac>,2 3GPP 27.007
Enter PIN for which the | Set AT+CPIN=<pin> 3GPP 27.007
device is waiting.
Change PIN Set AT+CPWD=<fac>,<old 3GPP 27.007
pin>, <new pin>
Enable PIN Set AT+CLCK=<fac>,1, 3GPP 27.007
<pin>
Disable PIN Set AT+CLCK=<fac>,0, 3GPP 27.007
<pin>
PIN Attempts remaining | Get AT+EXPIN?

Table 6-3 AT

SIM
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6.4.3
3.2.1
6.4.4 SMS
Description Get / Set AT Command Comments

See 3GPP 27.005.
Message centre Set AT+CSCA=<sca>,<tosc 3GPP 27.005
address a>
Message centre Get AT+CSCA? 3GPP 27.005
address
Message Format Set AT+CMGF=<mode> 3GPP 27.005
Message Format Get AT+CMGF? 3GPP 27.005
Message store size Get AT+CPMS? 3GPP 27.005
Read SMS : All Get AT+CMGL=4 3GPP 27.005
Read SMS : By Index Get AT+CMGR=<index> 3GPP 27.005
Read SMS : All New Get AT+CMGL=0 3GPP 27.005
Read SMS : All OIld Get AT+CMGL=1 3GPP 27.005
Read SMS : All Sent Get AT+CMGL=3 3GPP 27.005
Read SMS : All Draft Get AT+CMGL=2 3GPP 27.005
Send SMS Set AT+CMGS=<len><CR> 3GPP 27.005

<pdu><crtl-Z>
Delete SMS : All Set AT+CMGD=,4 3GPP 27.005
Delete SMS : By Index | Set AT+CMGD=<index> 3GPP 27.005
Delete SMS : All New Set AT+EXCMGD=<Delflag

>
Delete SMS : All Old Set AT+CMGD=,1 3GPP 27.005
Delete SMS : All Sent Set AT+EXCMGD=<Delflag

>
Delete SMS : All Draft Set AT+EXCMGD=<Delflag

>
New Message Get +CMTI <mem>, <index> 3GPP 27.005
Indication
Message Storage full Get AT+CPMS? 3GPP 27.005
Indication

Table 6-4 AT SMS
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6.4.5
Description Get / Set AT Command Comments

See 3GPP 27.007, See

3GPP 27.005.
Echo off Set ATEO ITU-T V.250
Verbose ERROR Set AT+CMEE=1 3GPP 27.007
Network registration Set AT+CREG=1 3GPP 27.007
unsolicited notification
New SMS notification Set AT+CNMI=2,1,1,2 3GPP 27.005

Table 6-5 AT
6.4.6 Vendor Specific
Description Get / Set
Comments
Vendor Specific Operations Set
Custom service activation Set
Table 6-6 AT Vendor Specific
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6.5 AT-command MB

6.5.1 OID_WWAN_DRIVER_CAPS
n/a

6.5.2 OID_WWAN_DEVICE_CAPS
From device for WWAN DEVICE CAPS

OID Structure Member Mandatory/
Optional

S.No Information Standard AT command

1 Device Type : | WhvanDevi ceType Mandatory Not Available
Removable or
Embedded or
Remote

2 Cellular WvanCel | ul ar d ass Mandatory Not Available
Class : GSM
or CDMA

3 Voice Class : WvanVoi ceCl ass Mandatory Not Available
None or Voice
and Data
separate or
Voice and
Data
Simulatenous

4 SIM Class : WvanSi nCl ass Mandatory Not Available
Embedded or
Removable or
Remote

5 Supported WvanDat ad ass Mandatory Not Available
Data Class :
GPRS, EDGE,
UMTS,....

6 Supported WvanGsmBandCl ass Mandatory Not Available
GSM Band

7 Supported WvanCdmaBandd ass Mandatory Not Available
CDMA Band

8 SMS WvanSns Caps Mandatory AT+CMGF=?
Capabilities
(PDU or Text) If default mode is Text for GSM, then

AT+CMGF=0 will be used to set PDU mode.
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S.No Information OID Structure Member Mand.atory/ Standard AT command
Optional
See 3GPP 27.005
10 Presence of WvanCont r ol Caps Mandatory Not Available
Hardware
Radio Switch
11 Protect IMSI WvanCont r ol Caps Mandatory Not Available
(Windows will
not display it if
it's protected)
12 CDMA Moblile | WhvanCont r ol Caps Mandatory Not Available
IP/SimplelP or
both
13 Device ID Devi cel d Mandatory | AT+CGSN
(IMEI for
GSM. See 3GPP 27.007
MEID/ESN for
CDMA)
14 Manufacturer Manuf act ur er Optional AT+GMI
Or
AT+CGMI
See 3GPP 27.007
15 Model Model Optional AT+GMM
Or
AT+CGMM
See 3GPP 27.007
16 Firmware Fi rnwar el nf o Optional AT+GMR
Information
See 3GPP 27.007
17 Maximum MaxAct i vat edCont ext s | Mandatory N/A
contexts that
can be
activated
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6.5.3 OID_WWAN_READY_INFO
From device for WWAN_ READY INFO

Version 1.00

OID_WWAN_DEVICE_CAPS

S.No Information OID Structure Manqatory/ Standard AT command
Member Optional
1 Device ReadySt at e Mandatory AT+CPIN?
ready state
(SIM ready See 3GPP 27.007
status)
2 Emergency Emer gencyMode Mandatory Not available. If the device supports emergency
Mode mode then we need a command to check if the
device is in normal mode or emergency mode.
Possibly if +CME ERROR 32 is supported then we
can retrieve the information. Suggest an AT
command that will make the ME send this error
code.
3 Subscriber Subscri berld Mandatory AT+CIMI
ID (IMSI)
See 3GPP 27.007
4 SIMICC ID Simccld Mandatory AT+CRSM=176,12258,0,0,10
for GSM
and See 3GPP 27.007
Mandatory
for CDMA
only if it
uses a
removable
SIM.
5 SMS CdmaShort MsgSi ze Mandatory Not available or Not known.
Message for CDMA if
Size SMS
support is
required.
N/A for
GSM
6 Telephone TNLi st Header Optional AT+CNUM?
Numbers

See 3GPP 27.007

Table 6-8 NDIS OID AT

OID_WWAN_READY_INFO
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6.5.4 ID_WWAN_SERVICE_ACTIVATIONTt

This OID is needed if a service activation can be performed using device commands. This is an optional
OID and can be exercised only by a third party connection manager. The service activation data is totally
proprietary and Microsoft does not define any.

6.5.5 OID_WWAN_RADIO_STATE
From device for WWAN RADIO_STATE

S.No Information OID Structure Mand.atory/ Standard AT command
Member Optional
1 Hardware Radio HwRadi oSt at e | Mandatory AT+CFUN=?
State if Hardware
radio switch See 3GPP 27.007
is
supported.
2 Software Radio SwRadi oSt at e | Mandatory AT+CFUN=?
State
See 3GPP 27.007

Table 6-9 NDIS OID AT

To device from NDIS_WWAN_SET RADIO_STATE

OID_WWAN_RADIO_STATE

S.No Information OID Structure Mand.atory/ Standard AT command
Member Optional
1 Software Radio Radi oActi on | Mandatory AT+CFUN=<mode>
State

Where <mode> is

1 for on

4 for off

See 3GPP 27.007

Table 6-10 NDIS OID AT

OID_WWAN_RADIO_STATE
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6.5.6 OID_WWAN_PIN
From device for WWAN_PIN INFO
S.No Information OID Structure Mand.atory/ Standard AT command
Member Optional
1 Get current Pi nType Mandatory AT+CPIN?
PIN
information / Pi nSt at e
status.
(which PIN See 3GPP 27.007
the device is
waiting for?)
2 Get the At t enpt sRemai ni ng | Mandatory Not available
number of
attempts
remaining

Table 6-11 NDIS OID AT

OID_WWAN_PIN

To device from NDIS WWAN_SET PIN.WWAN_PIN_ACTION

S.No Information OID Structure Manqatory/ Standard AT command
Member Optional
1 Enter Pin Pi nOperati on Mandatory AT+CPIN=<PIN>
. See 3GPP 27.007
Pin
2 Change Pin Pi nType Mandatory AT+CPWD=<fac>,<old PIN>, <new PIN>

Pi nOperati on

Pin

NewPi n

Where <fac> is

“SC” for Pinl

“P2” for Pin 2

“PS” for Device SIM Pin
“PF” for Device to 1% SIM Pin
“PN” for Network Pin

“PU” for Network Subset Pin

“PP” for Service Provider Pin
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S.No Information OID Structure Manqatory/ Standard AT command
Member Optional

“PC” for Corporate Pin

The standard command does not support Subsidy
lock and custom PIN. Need AT command or
branding information.

See 3GPP 27.007

3 Enable Pin Pi nType Mandatory AT+CLCK=<fac>,1,<PIN>
Pi nOperati on
Please refer AT+CPWD for list of <fac>

Pin

See 3GPP 27.007

4 Disable Pin Pi nType Mandatory AT+CLCK=<fac>,0,<PIN>
Pi nOperati on
Please refer AT+CPWD for list of <fac>

Pi n

See 3GPP 27.007

Table 6-12 NDIS OID AT OID_WWAN_PIN
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6.5.7 OID_WWAN_PIN_LIST
From device for WWAN_ PIN LIST. WWAN PIN DESC

Version 1.00

. OID Struct Mandatory/
S.No Information ructure an .a oy Standard AT command
Member Optional
1 PIN Description for | Pi nMbde Mandatory AT+CLCK=<fac>, 2
- PIN1 Where <fac> is
- PIN2 “SC” for Pinl
- Device to SIM “PS” for Device SIM Pin
- Device to 1% “PF” for Device to 1% SIM Pin
SIM
“PN” for Network Pin
- Network PIN
“PU” for Network Subset Pin
- Network
subset PIN “PP” for Service Provider Pin
- Service “PC” for Corporate Pin
Provider PIN
- Corporate PIN
The standard command does not support for Pin 2,
- Subsidy PIN Subsidy lock and custom PIN. Need AT command
or branding information.
- Custom PIN
See 3GPP 27.007
Pi nFor mat Mandatory Not available
Pi nLegt hM n Optional Not available

Table 6-13 NDIS OID AT

OID_WWAN_PIN_LIST
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6.5.8 OID_WWAN_HOME_PROVIDER
From device for NDIS_ WWAN_HOME_PROVIDER.WWAN_PROVIDER

Version 1.00

S.No Information OID Structure Mangatory/ Standard AT command
Member Optional
1 Provider ID (MCC Provi derld Mandatory Not Available.
and MNC for GSM,
SID for CDMA)
2 Provider Name Pr ovi der Name Optional Not Available.
3 Provider State Provi der St at e | Mandatory Not Applicable.

Table 6-14 NDIS OID AT

OID_WWAN_HOME_PROVIDER

6.5.9 OID_WWAN_PREFERRED_PROVIDERS
From device for NDIS WWAN PREFERRED PROVIDERS.WWAN PROVIDER

S.No Information OID Structure Manqatory/ Standard AT command
Member Optional

1 Provider ID (MCC Providerld Mandatory AT+CPOL=,2;+CPOL?
and MNC for GSM,
SID for CDMA) See 3GPP 27.007

2 Provider Name Pr ovi der Nare Optional AT+CPOL=,1;+CPOL?

See 3GPP 27.007

3 Provider state Provi der St at e | Mandatory Not available.
(preferred or
forbidden)

4 Preference of data WvanDat aCl ass | Mandatory Not available.

class supported in
the network.

Table 6-15 NDIS OID AT

OID_WWAN_PREFERRED_PROVIDERS
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To device from NDIS WWAN_PREFERRED PROVIDERS.WWAN_ PROVID

S.No Information OID Structure Mandgtory/ Standard AT command
Member Optional
1 Update Preferred | Provi derld Mandatory AT+CPOL=.......
provider list
Pr ovi der Nane
See 3GPP 27.007
WhanDat aCl ass
Provi der State
Table 6-16 NDIS OID AT OID_WWAN_PREFERRED_PROVIDERS

6.5.10 OID_WWAN_VISIBLE_PROVIDERS
From device for NDIS_ WWAN_VISIBLE_PROVIDERS.WWAN_PROVIDER

S.No Information OID Structure Mano!atory/ Standard AT command
Member Optional
1 Provider ID (MCC Provi derld Mandatory AT+COPS=?
and MNC for GSM,
SID for CDMA) From response
2 Provider Name Provi der Name Optional +COPS: <stat>, <long oper>, <short oper>,
<numeric oper>, <Act>
3 Data class available | WhvanDat aCl ass | Mandatory
4 Provider State Provi der State | Mandatory <long oper> will be used for Pr ovi der Nane
<numeric oper> will be used for Provi der | d
<Act> will be used for WwvanDat aCl ass
<stat> will be used for Pr ovi der St at e. In
addition home provider flag will be set based on
the home provider information already retrieved.
See 3GPP 27.007
Not applicable.
Table 6-17 NDIS OID AT OID_WWAN_VISIBLE_PROVIDERS
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6.5.11 OID_WWAN_REGISTER_STATE
From device for NDIS_ WWAN_REGISTRATION_STATE

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Register State Regi ster Stat e Mandatory AT+CREG?

See 3GPP 27.007

2 Register Mode Regi st er Mode Mandatory AT+COPS?

See 3GPP 27.007

3 Provider ID (MCC | Providerld Mandatory AT+COPS=3,2;+COPS?
and MNC for
GSM, SID for

CDMA)
See 3GPP 27.007

4 Provider Name Pr ovi der Nane Mandatory AT+COPS=3,0;+COPS?

See 3GPP 27.007

6 Roaming Text (For | Roani ngText Optional Not applicable.
display purposes
when the device is

in roaming)
7 Error State UNwET r or Mandatory +CME <Error code>
See 3GPP 27.007
Table 6-18 NDIS OID AT OID_WWAN_VISIBLE_PROVIDERS

To device from NDIS_WWAN_SET_REGISTER_STATE.WWAN_SET_REGISTER_STATE

35



©Copyright 2011 Mobile Computing Promotion Consortium (MCPC)

MCPC TR-018 Ethernet TAF Version 1.00
S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Register to Provi derld Mandatory For Automatic
Network
AT+COPS=0

Pr ovi der Nane

For Manual
Regi st er Acti on
AT+COPS=1,2, <Pr ovi der | D>

WvanDat ad ass

See 3GPP 27.007

Provi der Nanme is ignored as we register using
provider id.

WvanDat ad ass is ignored as MBN driver model
suggests that the device should attempt to
register with the best data class available.

Table 6-19 NDIS OID AT OID_WWAN_VISIBLE_PROVIDERS

6.5.12 OID_WWAN_SIGNAL_STATE
From device to NDIS WWAN_SIGNAL STATE.WWAN SIGNAL STATE

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 RSSI in Rssi Mandatory AT+CSQ?
decibels
See 3GPP 27.007
2 Bit Error Rate / | Error Rat e Mandatory
Frame Error
Rate
3 Rssi Interval Rssi I nt erval Mandatory NA
4 Rssi Threshold | Rssi Threshol d Mandatory NA
Table 6-20 NDIS OID AT OID_WWAN_SIGNAL_STATE
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6.5.13 OID_WWAN_PACKET_SERVICE
From device for NDIS_ WWAN_PACKET_SERVICE_STATE.WWAN_PACKET_SERVICE

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Packet Service | Packet Servi ceState Mandatory AT+CGATT?
State
See 3GPP 27.007
2 Data class that | Avai | abl eDat ad ass Mandatory Not available.
is available in when device
the network. is in
registered
state
3 Data class that | Current Dat aCl ass Mandatory Not available.
is currently when device
being used. isin
registered
state
4 Error code UNwET r or Mandatory +CME <Error code>
See 3GPP 27.007

Table 6-21 NDIS OID AT

OID_WWAN_PACKET_SERVICE

To device from NDIS WWAN_SET PACKET SERVICE

S.No Information OID Structure Member Mandatory/ Standard AT command
Optional
1 Packet Service | Packet Servi ceActi on Mandatory AT+CGATT=1
Attach
See 3GPP 27.007
2 Packet Service | Packet Servi ceActi on Mandatory AT+CGATT=0
Detach
See 3GPP 27.007

Table 6-22 NDIS OID AT

OID_WWAN_PACKET_SERVICE
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6.5.14 OID_WWAN_PROVISIONED_CONTEXTS
From device to WWAN_ CONTEXT

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 A unique ID Contextld Mandatory AT+CGDCONT?

for the context
See 3GPP 27.007

This command does not support retrieval
username, password and authentication protocol.

Need an AT command that would support this or
the driver would maintain all information in
registry and satisfy the requirements.

Table 6-23 NDIS OID AT OID_WWAN_PROVISIONED_CONTEXTS

To device from WWAN SET CONTEXT

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 A unique ID Contextld Mandatory AT+CGDCONT= ......

for the context

See 3GPP 27.007

This command does not support setting
username, password authentication protocol and
Provider ID for a context.

Need an AT command that would support this or
the driver would maintain all information in
registry and satisfy the requirements.

Table 6-24 NDIS OID AT OID_WWAN_PROVISIONED_CONTEXTS
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6.5.15 OID_WWAN_CONNECT
To device from WWAN SET CONTEXT STATE

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 A unique Connectionl D Mandatory The PDP context can be defined using
Connection
ID AD+CGDCONT=<id>,<PDP Type>,
<APN>,,<d_comp>,<h_comp>
2 Activate or Acti vati onCommand Mandatory
Deactivate? For PPP LAN type of network interface
3 APN AccessString Mandatory ATD and ATH are required for dial and hangup
4 Username User Name Mandatory
For ECM|NCM/EEM/ENCM type of interface, AT
5 Password Passwor d Mandatory command is needed to set authentication
parameters, connect and disconnect.
6 Compressio | Conpressi on Mandatory
n
See 3GPP 27.007
7 Auth Type Aut hType Mandatory
8 IP address Not Applicabl e. Mandatory To get IP
Driver would set
this to the AT+CGPADDR

exposed network
adapter using I P

hel per APIs.
See 3GPP 27.007
9 Gateway Not Appl i cabl e. Mandatory Not available. Need an AT command
Address Driver would set

this to the
exposed net wor k
adapter wusing IP
hel per APIs.

10 Subnet mask | Not Appl i cabl e. Mandatory Not available. Need an AT command
Driver would set
this to t he
exposed net wor k
adapter wusing IP
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S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
hel per APIs.

From device to WWAN_CONTEXT STATE

Table 6-25 NDIS OID AT

OID_WWAN_CONNECT

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional

1 A unique Connectionl D Mandatory Not needed.
Connection
ID

2 Connection ActivationState Mandatory Not needed.
Status

3 Voice Call Voi ceCal | St at e Mandatory AT+CLCC
State

See 3GPP 27.007

Table 6-26 NDIS OID AT

6.5.16 OID_WWAN_SMS_CONFIGURATION
From device for WWAN SMS CONFIGURATION

OID_WWAN_CONNECT

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional

1 Service ScAddr ess Mandatory AT+CSCA?
center
address See 3GPP 27.005

2 SMS format Sirs For mat Mandatory AT+CMGF?
(PDU or See 3GPP 27.005
Text)

Table 6-27 NDIS OID AT

OID_WWAN_SMS_CONFIGURATION
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To device from WWAN_SET SMS CONFIGURATION

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Service ScAddr ess Mandatory AT+CSCA=<sca>,<tosca>
center
address See 3GPP 27.005
2 SMS format Sirs For mat Mandatory AT+CMGF=<mode>
(PDU or See 3GPP 27.005
Text)
Table 6-28 NDIS OID AT OID_WWAN_SMS_CONFIGURATION

6.5.17 OID_WWAN_SMS_READ
From device for WWAN SMS PDU RECORD

S.No Information OID Structure Member Mandatory/ Standard AT command
Optional
1 Receive Pdu | Messagel ndex Mandatory For all messages
AT+CMGL=4

MsgSt atus (New or Unread
or Sent or Draft)

Si ze For read by index
PduDat a AT+CMGR=<index>
For read all new

AT+CMGL=0

For read all read

AT+CMGL=1
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S.No Information OID Structure Member Mandatory/ Standard AT command
Optional

For read all draft
AT+CMGL=2
For read all sent
AT+CMGL=3
See 3GPP 27.005

Table 6-29 NDIS OID AT OID_WWAN_SMS_READ

6.5.18 OID_WWAN_SMS_SEND
To device from NDIS WWAN_ SMS SEND.WWAN_ SMS SEND

S.No Information OID Structure Member Mandatory/ Standard AT command
Optional
1 Send Pdu WAAN_SMS_SEND _PDU. Si ze Mandatory AT+CMGS=<Size><CR><PduData><
CTRL-Z>

VWAAN_SMS_SEND_PDU. PduDat a

See 3GPP 27.005

Table 6-30 NDIS OID AT OID_WWAN_SMS_READ

6.5.19 OID_WWAN_SMS DELETE
To device from NDIS WWAN_SMS_DELETE.WWAN_SMS_FILTER

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Delete What? Fl ag Mandatory Delete all
AT+CMGD=4

Delete by Index

AT+CMGD=<index>
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S.No Information OID Structure Mandatory/ Standard AT command
Member Optional

Delete all read
AT+CMGD=,1

See 3GPP 27.005

The standard AT command does not support
delete new, delete sent, delete draft. Need support
from device or the driver can report as NOT
SUPPORTED FILTER

Table 6-31 NDIS OID AT OID_WWAN_SMS_READ

6.5.20 OID_WWAN_SMS_STATUS
From device to NDIS WWAN_SMS_STATUS.WWAN SMS_STATUS

S.No Information OID Structure Mandatory/ Standard AT command
Member Optional
1 Message Store uFl ag Mandatory AT+CPMS?
FULL ?

See 3GPP 27.005

2 New Messge ? uFl ag +CMTI <mem>,<index>

See 3GPP 27.005
3 New Message Messagel ndex Mandatory

Index

Table 6-32 NDIS OID AT OID_WWAN_SMS_STATUS

6.5.21 OID_WWAN_VENDOR_SPECIFIC

This OID can be supported based on customer requirements. Microsoft does not define any format for this.
This Oid can be exercised only by a third party connection manager. Some of the usages of this Oid are
SIM tool kit, Phonebook Management etc.
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